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Chapter 35 - Locksand Keys

3501 Security Requirements

The Depatment of Commerce ams to provide safe and secure workplaces that are open and
inviting for dl depatmentad employees and vidtors, yet maintain accountability of keys, safes, and
vaults Requirements for sdection of locks to provide security for the respective working
environments will depend on the assets to be protected and the local conditions. The security of any
property or facility relies heavily upon locking devices. Locks merdy delay entry and should be
supplemented with other protective devices. An assessment of dl hardware, including doorframes
and jambs, should be included in any physca security survey. Devices, which vary gredtly in
gppearance as well as function and application, are described below in paragraph 3502, Types of
Devices.

3502 Typesof Devices

A. Key Locks. Key locks ae the most common locks. They incdude mortise cylinders, rim
cylinders, padlocks, cylindrica lock-sets, and tubular lock-sets. Although a determined individud
can open most key locks in a few minutes, locks are used primarily to delay and discourage or deter
theft or unauthorized access.

B. Computerized Combination Locks. New technology now uses computerized diders and
robotics to unlock mechanicad combination locks. Facility managers or security contacts should
refer to the GSA schedule for approved computerized combination locks and specifications.

C. Mechanical Manipulation-Resistant Combination Locks. Manipulation-resstant combination
locks are no longer available through the GSA procurement system as gpproved combination locks.
They ill provide a high degree of protection and those dready in service may be used to protect
classfied materid. Locks requiring mgor repars must be replaced with a computerized
combination lock meeting Federd Specification FFL-2740. Minor repairs to the lock do not affect
the dorage gpprova of the container. Some of the more commonly used locks include the
following.

1. Sargent and Greenleaf (S&G) 8400 MP locks are built-in three whed combination locks.
These locks can be indaled on safes, security containers, vaults, and doors protecting secured
aress.
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2. The Moder 302 Lock is a built-in, three-whed combination lock, and can be ingaled on
safes, security containers, and vaults, but not on doors. Locks presently in service may remain
in service until mgor repairs are required.

D. Combination Padlock. The combination padlock is used primarily on the bar-lock filing
cabinets. They are approved for dtorage of classfied materid up to and including Secret until
October 1, 2012. Types of padlocks currently approved for use a Departmenta facilities include
the following locks.

1. S&G Modd 8077 is enclosed in a chromed metd shell protecting the body of the padiock.
The change key hole is located in the back of the padlock. The stated protection afforded by the
exposed shackle Mode 8077 is 30 marrminutes agang manipulaion of the lock, 30
manminutes againg radiologica attack, and 10 man-minutes againgt surreptitious entry.

2. S& G Modd 8077AB is an updated verson of the Modd 8077. There is no protection rating
availablefor thislock.

E. Electro-Mechanical Cipher Locks. Electro-mechanicad cipher locks are primarily used to
control entry into an area. Reather than using a key, a person opens a lock by pushing a series of
numbered buttons. The lock can be activated ether dectricaly or mechanicdly. Examples include
the Smplex Lock (mechanicd) and the Continentd Modd S (electric). Two of the advantages of
using these locks are easy combination changing and smple operation. These devices are used for
access control and do not provide a high degree of security when used done. Some models have
"time pendty" and eror darm features and can be tied to an exising darm system. When used in a
controlled or redtricted area tha is not manned 24-hours, these locks must be supplemented by a
built-in combination lock described above.

F. Electronic Card Key Systems.

1. An dectronc access control system uses a cad key programmed with a particular code
which is read by a card reader that communicates with an automated central processor. The card
reader obtains data from the card by reading punched holes, magnetic strips or spots, imbedded
wires, or any of severd other methods. To open a door, the card is typicdly inserted into a dot,
swiped through a groove, or placed in proximity to a sensor, and the coded area is read by the
system’ sreader. If the code is an authorized one, the processor will direct the lock to open.

2. Card readersfdl into two basic categories: on-line and inteligent.
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a. On-line readers must communicate with a central processor that makes the entry/exit
decison.

b. The inteligent card reader compares the data on the card with preprogrammed data and
entry or exit is granted or denied by the card reader itsdf at the reader location. Intelligent
readers are aso cdled stand-done or off-line readers.

3. Multiple card readers can be used to control access to numerous buildings and rooms on one
centra processor. Most processors are capable of discriminating between time zones and levels
of datus for multiple reeders and recording the time, date, location, and frequency of employee
movements in ad out of an area. Many have additiona features and capabilities such as
monitoring dams, keeping time and atendance records, and communicating with emergency
and law enforcement agencies.

G. Biometric Systems. Other locking sysems are avalable which use nether keys nor
combinations. These sysems include locks that open by identifying a fingerprint, voiceprint, or
retind image. These biometric systems are primarily desgned to control access to extremdy
sendtive, specid-use areas where podtive persond identification is an operationd necessity.
Facility managers or security contacts should consult with loca security professonas or contact the
Office of Security for further guidance on technica specifications.

3503 Changing A Combination
A. When to Change a Combination. The combination to alock should be changed when:

1. The container or lock is received or put into service;

2. Any person having knowledge of the combination |leaves the organization;

3. Thereis reason to believe it has been compromised; or

4. The container is taken out of service.
B. Sdecting a Combination. When sdecting combination numbers avoid multiples of five,
ascending or descending numbers, smple arithmetical series, and persond data such as birth dates
and Socid Security numbers. Use numbers that are widdy separated. This can be achieved by

dividing the did into three parts and usng a number from each third as one of the combination
numbers. Numbers should be in high-low-high or low-high-low sequence. The same combination
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sghould not be used for more than one container in the same office Caefully follow any
manufacturer’ s ingructions in ingtaling combination numbers,

C. How to Change a Combination. Combination locks have ether hand-change or key-change
cgpability.
1. Hand-Change Lock. To change the combination in a hand-change lock, remove the disks

from the lock one a a time, and keep them carefully in order. Change each disk from the old to
the new combination and replace them in the order in which they were removed.

2. Key-Change Lock. To change the combination of a key-change lock, refer to the
manufacturer's indructions. Be sure to insart the proper change key into the lock case. A
different key may not release al disks. To prevent a lockout, try a new combination a least
three times before closing the shackle or container.

D. Safeguarding the Combination.

1. Only those persons whose officia duties require access to a security container should know
its combinaion. The written combination should be protected a the highest classfication leve
of materid in the container. The combination should be seded in an envelope and kept by the
servicing security officer. The SH700, Security Container Information, will be used for this
purpose. Ingtructions appear on the form.

2. Combinations should be memorized. They must not be carried in wallets or concedled on
persons, or written anywhere other than the SF700. The SF-700 form will be sored in a
security container rated for the highest level of classfication of the materia to be protected.

3. When opening any kind of combination lock, personnd must ensure that no unauthorized
person can learn the combination by observing the sequence of numbers being entered or diaed.
It may be necessary to block the view of the did from anyone standing nearby.

3504 Keys
A. Typesof Keys.

1. Operating or Change K eys. Keys that employees use daily to open locks.

2. Duplicate Keys. Copies of change keys that are usudly stored for use in an emergency or to
replace a logt key. Duplicate keys must be kept to a minimum and be protected to avoid
proliferation and loss of accountability.
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3. Master Keys. Keys designed to open dl locks of a particular series. Key systems can have
one grand-master key for the overal sysem and severa sub-master keys for each subsystem.
Master keys can be used as a convenience, but must be carefully controlled.

4. Construction Keys. Keys that open the locks ingaled on the doors during the congtruction
of afadlity.

5. Control Keys. Keys used to remove the cores of locks for changing keys. These keys are
used only in interchangeable core systems.

6. Restricted Keys. Key blanks controlled by the manufacturer and provided only to authorized
issuing officds.

B. Accountability Procedures.

1. The integrity of a key system is important to safeguard property and control access to
resricted aees. Lost keys minimize the effectiveness of a lock. The facility manager or
sarvicing security  officer must provide specific guidance for maintaning the fadility's key
sysem to include goring, issuing, and accounting for dl keys of a sysem. Keys should be
issued only to persons who have an officia need. Keys not issued should be stored in a locked
container.

2. The loss of a key mugt be reported immediately to the issuing office, preferably by telephone,
followed by a written report within three working days with a copy forwarded to the servicing
security  officer. The report must include a detalled explanation of the circumstances
surrounding the loss. Accountability records must be kept accurately, and the issuing officid
should follow the instructions noted below.

a When a key to a designated controlled or restricted area is lost, the locks to the area must
be changed.

b. Accesslists for persons authorized to draw master keys shal be maintained.
c. The key storage container shdl be checked at least monthly.
d. All keys shdl be inventoried at least annualy.

3. Requedts for issuance of new, duplicate, or replacement keys shall be approved or monitored
by the facility manager or the servicing security officer.

4. Sysems used to account for keys must include the following information:
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a. Inventory number assigned to each key and lock;
b. Location of each lock (room number);

¢. Name of person to whom keys have been issued;
d. Date of issuance;

€. Room numbers that the key will open; and

f. Signature of the recipient to whom the keys are issued.
C. Protection of Keys.

1.Personnd must never put an identifying tag on therr office key ring. If log, it is an open
invitation to thieves.

2. Office keys should be kept on one ring and persond keys on another. Persona keys should
not be tagged or identified since this can lead thieves directly to your house or car.

3. Office keys should not be left on a desk, under a typewriter, or in an unlocked drawer where
they can be eadly taken and copied. Office, car, or house keys should not be placed in a coat
and left hanging on a coat rack or draped over a chair. Office and persond keys should be kept
with a person or locked securely in a desk or cabinet.

4. An office key should not be lent to anyone.

5. If office keys are missng, personned should immediately report the incident to the issuing
officer or a member of the guard force. A security evaluaion should be conducted to determine
the need to re-key the office.

6. Security contects, faclity managers, or other issuing officids should inditute a waiting
period of 10 work days for the replacement of lost keys. The waiting period will dlow time for
the logt key to be found before expending the time and expense of issuing a replacement key.
Offices that issue keys should establish dternative procedures for entry by employees during
the waiting period.
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